^ 09/786962 



JC02 Rec'd PCT/PTO 1 2 MAR 2001 



A METHOD OF TRANSMITTING DATA AND A CARD FOR SUCH 
TRANSMISSION 
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The invention relates to portable articles of the 

smart card type comprising firstly an article body and 
5 secondly an integrated circuit chip. _ , 

Smart cards are standardized articles described in 
particular in ISO standard 7816 and their main function 
is to enable electronic transactions to be performed by 
identifying the bearer. To this end, smart cards include 

10 a chip whose circuits integrated on a silicon substrate 
define various functional elements, and in particular a 
central processor unit (CPU) and volatile memory (RAM) , 
non-volatile memory (ROM) and electrically erasable and 
programmable non-volatile memory (EE PROM) . The central 

15 processor unit (CPU) manages data and addresses in the 

various memories by means of a bus. In general, data and 
addresses are respectively encoded on 8 bits and on 
16 bits. 

The integrated circuit chips are provided with six 

20 contact pads: these pads being identified by the initials 
VCC, GND, VPP, RST, CLK, and I/O, and serving 
respectively to supply the chip with electricity, to 
ground it, to supply it with a programming voltage, to 
reset it, to input a clock signal, and to perform data 

25 input and output. These pads are electrically connected 
to contact areas that are flush with the surface of the 
card. The VCC pad is connected to an area CI, the GND 
pad to an area C5, the VPP pad to an area C6, the RST pad 
to an area C2, the CLK pad to an area C3, and the I/O pad 

30 to an area C7. 

Part 2 of above-specified ISO standard 7816 relates 
to the number, size, and positioning of the electric 
contact areas on the card. Thus, as defined in that 
standard, in addition to the areas CI, C5, C6, C2, C3, 

35 and C7, the card also has two areas C4 and C8 that are 

reserved for future use. No function has been allocated 
to these areas which are not connected. 
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Part 3 of the 7816 standard relates to the various 
transmission protocols and signals that the card must 
comply with. In the protocols known as T=0 and T=l, data 
is transmitted solely via the I/O pad in half-duplex mode 
5 and asynchronously, using defined formats. The data 

rates authorized in those data formats and protocols are 
slow, of the order of 38 kilobits per second (kb/s) and 
multipoint links are not allowed. 

As a result, when a state of the art card is to be 
10 used with a non-specialist terminal which does not make 
use of the above-specified protocols and formats of 
Part 3 of the 7816 standard, i.e. in fact most terminals 
available on the market, and in particular personal 
computers, it is necessary to use a card reader which 
% p 15 serves not only to turn the card on and off, but also to 

perform protocol conversion and to reformat data so as to 
make it usable by the card. Since the data rates allowed 
ip for the card are slow, it cannot be used for applications 

^ that require fast transfer of data such as 

111 

\~ 20 encoding/decoding information in real time. 

□ V) < V Given the above, the invention relates to a portable 

y article of the smart card type, the/article comprising 

firstly a body and secondly an integrated circuit chip, 
13 said integrated circuit chip having a central processor 

^ 25 unit connected via a data and adaress bus to memories, 

and further including at least/a first contact pad 
suitable for providing the chip with a power supply 
voltage, a second contact pan suitable for grounding the 
chip, a third contact pad amd a fourth contact pad, said 
30 contact pads being electrically connected respectively to 
a first contact area, a /second contact area, a third 
contact area, and a fo/rth contact area of a set of at 
least six contact arefcs flush with the surface of the 
article body, and tme problem which the invention seeks 
35 to resolve is that/ of enabling such a portable article to 
operate in manners other than those organized by Part 3 
of the 7816 sta/dard, and in particular without using the 



:ocols/ a 



T=0 and T=l protocols/ and the formats required of data as 
described in that standard. 

Given the above problem, the solution proposed by 
the invention firstly provides/ a portable article, 
characterized in that the tjaard and fourth contacts pads 
connected to an interface/of the chip constitute a 
differential pair and afre suitable for providing both-way 
data transmission ur>der the control of the central 
processor unit, 

10 The invention also provides a method of transmitting 

data to an integrated circuit chip, which method is 
characterized in that the data handled by the central 
processor /unit is transmitted in both directions via the 
third an® fourth contact pads which constitute a 

15 differential pair and are connected to an interface of 
the jchip. 

The following description, which is not limiting in 
any way, serves to make it easier to understand how the 
invention can be implemented in practice. It should be 
20 read with reference to the accompanying drawings, in 
which : 

• Figure 1 is a diagram of a card of the invention 
inserted in a slot of a reader connected to a personal 
computer port via a hub; 

25 • Figure 2 is a perspective view of a chip 

electrically connected to the contact areas of a smart 
card of the invention; 

• Figure 3 shows the various elements of an 
integrated circuit chip of a card of the invention 

30 connected to a card reader for transmitting data using 
the universal serial bus (USB) protocols; 

• Figure 4 shows the various elements of an 
integrated circuit chip of a smart card of the invention 
connected to a card reader for transmitting data using 

35 USB protocols and protocols from Part 3 of ISO standard 
7816; and 



• Fifgure 5 is a diagram illustrating the method of 
the invention for connecting a card to a connector of a 
resraer . 

The portable articles of the invention are of the 
smart card type . 

As can be seen in Figure 1, portable articles of the 
smart card type 1 are for insertion in a slot of a reader 
2, which reader 2 is connected via a connecting cable 3 
to a hub 4, for example, said hub having at least one 
port 5 in particular a USB type port, and being connected 
via a link cable 6 to a port 7, in particular a USB type 
port of a central unit 8 . 

Smart cards are standardized articles as defined in 
particular in ISO standards 7810, 7816, and 14443, and 
the content thereof is incorporated in the present 
description by reference. 

They are in the form of flat rectangular 
parallelepipeds having dimensions of about 85 millimeters 
(mm) in length, 54 mm in width, and 760 micrometers (yim) 
in thickness, and they comprise a card body within which 
a chip 9 is integrated. 

The card body comprises one or more thermoplastic or 
thermosetting layers . 

The chip 9 is a silicon' die carrying integrated 
circuits of topology that >aefines various functional 
elements of the chip tha£ are interconnected by the lines 
of a data and address ferns 10. As shown diagrammatically 
in Figures 3 and 4, jzxiese elements comprise in particular 
a central processo:/ unit CPU, a volatile memory RAM, a 
non-volatile program memory ROM, an electrically erasable 
and programmable non-volatile memory EEPROM, and in 
accordance wixh the invention a special interface, in 
particular^ USB interface. 

The chip 9 has at least four contact pads: a first 
contact pad VCC, a second contact pad GND, a third 
contact pad D+, and a fourth contact pad D-, said third 
and fourth contact pads D+ and D- being connected to the 



USB interface. In addition, the chip 9 also optionally 
carries a fifth contact pad VPP, a sixth contact pad RST, 
a seventh contact pad CLK, and an eighth contact pad I/O. 

As shown in Figure 2, the contact pads VCC, GND, D+, 
and D- are electrically connected respectively to a first 
contact area CI, a second contact area C5, a third 
contact area C4, and a fourth contact area C8 of a set of 
eight contact areas CI, C2, C3, C4, C5, C6, C7, and C8 
that are flush with the surface of the card body. The 
contact pads VPP, RST, CLK, and I/O are optionally 
electrically connected respectively to a fifth contact 
area C6, a sixth contact area C2, a seventh contact area 
C3, and an eighth contact area C7 of the above-mentioned 
set . 

Cards of the invention are suitable for 
communicating with the outside world, i.e. with a 
terminal such as a personal computer for example, by 
means solely of the contact pad VCC which provides the 
chip with a power supply voltage, the pad GND which . 
grounds the chip, and the pads D+ and D- which provide 
both-way data transmission. 

When data transmission is provided by the contact 
pads D+ and D-, the format of the data and the protocols 
used are those defined in the January 15, 1996 revision 
of Version 1.0 of the USB standard, and the content 
thereof or of subsequent USB standards is incorporated in 
the present description by reference. 

In that standard, the pads D+ and D- constitute a 
differential pair, the potentials present on said pads 
being opposite to each other. When the potential of D+ 
is greater than the potential of D-, then a logic "1" is 
transmitted, and when the potential of D- is greater than 
the potential of D+, then a logic "0" is transmitted. 

The USB interface of the card decodes the data 
transmitted by the pads D+ and D- and reformats it so 
that said data can be handled by the CPU. 



Data transmission via the pads D+ and D- using the 
protocols defined in the USB standard provides numerous 
advantages . 

Firstly, the rate at which data is transmitted can 
5 reach 12 megabits per second (Mb/s) which is well above 
the 38 kb/s rate for data transmitted via the I/O pad 
using the protocols and formats defined in ISO standard 
7816. 

Furthermore, data transmission takes place 
10 synchronously in half-duplex mode, i.e. in alternation, 
and although it is possible to transmit a clock signal 
via the pad CLK that is no longer necessary. In the 
invention, the clock is advantageously generated 
,- n internally within the card, e.g. by means of a digital 

sp 15 phase-locked loop (DPLL) . Depending on the transmitted 

data rate, 1.5 Mb/s at low speed and 12 Mb/s at high 
•p speed, the card itself determines its operating speed by 

*p means of pull-up resistors connected to the pads D+ or 

D-, and the DPLL locks so that the clock generated in 
20 this way is compatible with the rate at which data is 

transmitted and so as to make it possible to decode the 
transmitted data frames. It is advantageous to use a 
frequency multiplier internal to the card. 

Thus, the fraud that relies on analyzing electrical 
25 signatures becomes more difficult since such fraud 

requires external control of the clock via the CLK pad, 
and that is not permitted when data is transmitted via 
the D+ and D- pads . 

It will be understood that these advantages enable a 
30 card of the invention to perform encrypting and 

decrypting operations in real time and at a high data 
rate, e.g. in pay TV applications or in other 
applications, in particular applications relating to 
encrypting information in a network. 
35 It will be observed that in one embodiment of the 

invention, the cards can also operate using asynchronous 
protocols such a T=0 and T=l as defined in Part 3 of ISO 



standard 7816, in which case the I/O pad is used for 
inputting and outputting data signals, the RST pad for 
resetting the chip, the CLK pad for providing the chip 
with a clock signal, and optionally the VPP pad for 
providing the chip with a programming voltage. Such 
cards could then be used with a state of the art reader, 
with the reader in turn performing USB/ISO data 
reformatting and protocol conversion. 

It should also be observed that data transmission 
using USB and ISO protocols can take place simultaneously 
with the CPU handling both data transmitted via the I/O 
pad and data transmitted by the D+ and D- pads. 

In order to make use of the USB facilities of cards 
of the invention, readers of the kind shown 
diagrammatically in Figures 3 and 4 include means for 
making connections at least to the areas CI, C5, C4, and 
C8 of the card, which areas are electrically connected to 
the pads VCC, GND, D+, and D- of the chip 9. 

If, as in Figure 3, said readers 2 have means only 
for making connection to the areas CI, C5, C4, and C8 of 
the card, then such readers 2 are no more than mere 
electrical connectors for transmitting data, power, and 
ground, thus considerably reducing the cost of sych a 
reader . 

In contrast, if said readers 2 are also to read 
cards in compliance with ISO standard 7816, then they 
must also have means for making connections to the areas 
C6, C3, C2, and C7 of the card which are electrically 
connected to the pads RST, VPP, I/O, and CLK of the chip 
and they must be provided with an appropriate interface 
for converting data format and using protocols applicable 
to Part 3 of ISO standard 7816. USB or ISO 7816-3 
operating mode is then selected either mechanically or 
electrically. Such readers can then be used to read a 
variety of dissimilar cards: cards that operate in 
compliance with the ISO standard only, cards that operate 



via the USB interface only, and cards /that can operate in 
both ways . / 

In a particularly advantageous^ embodiment shown 
diagrammatically in Figure 5, the Zionnector of a reader 
5 for reading a card of the invent/on is made in such a 
manner that the connection sequence takes place 
mechanically as follows during card insertion: initially 
a connection is made to arear C5, and then to areas C4 and 
C8, and finally connection/is made to the area CI to 
0 power the chip. / 

In another embodiment of the invention, six contact 
areas only of the carta are used. In USB mode these areas 
are respectively the^ areas CI, C5, C3, and C7 which are 
respectively connected to the pads VCC, GND, CLK, and I/O 
5 of the chip. In /ISO mode, the areas are respectively the 
areas CI, C5, c/, C6, C3, and C7 which are respectively 
connected to the pads VCC, GND, RST, VPP, CLK, and I/O. 
Also, in the /invention, the contact pads VCC, GND, D+, 
and D- are Electrically connected respectively to a first 
0 contact ayea CI, a second contact area C5, a third 

contact arrea C3, and a fourth contact area C7 of a set of 
at leas/ six contact areas CI, C2, C3, C5, C6, and C7 . 
It should be observed that in all embodiments making a 
connection between the pad VPP and the area C7 remains 
5 opt/onal. 



